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1 Sticky Password Manager
1.1  Introducing to Sticky Password

What is Sticky Password?

Sticky Password is an easy to use program which keeps all your passwords hidden and
protected. It uses original idea which allows you to access required password in a second
without remembering account name and searching in the list!

Sticky Password original idea

Sticky Password keeps all your passwords associated with Web sites and program accounts.

The passwords are virtually sticked to their accounts, and they are easily available only if you
have unlocked the Sticky Password database. All information is stored in a strongly protected
database. You need to remember only one password and you don't need to know others (you
never see them).

The Sticky Button and Sticky Pointer are tools to manage passwords. They are available only
when Sticky Password database is unlocked.

Sticky Button

.MET Messenger, Sernvice

Fleaze sign in with your MET
Passport to zee your online conta - -
have online conversations, and |% johni@smith. cam [

receive alerts. . .
% nick@smith.com

f@ add Login ...
E-mail address: |ﬁ iohirtEsmith. corm R Edit Account ..

Pazsword; |-------- 4 Sticky Password Help

[]5ign me in autamatically

I_ ] 8 ][ Cancel ]

Microsofl g
Pazzport +n_e-t

Geta MET Pazzport Help

Windows

Sticky Password Icon
Sticky Pointer

Sticky Password is extremely ease to use, on the screen above you can see almost all its
user interface. Use Sticky Password Icon to lock and unlock access to your passwords, use
Sticky Password Pointer to specify windows for which you want to add or retrieve login and
password. Login information and some other notifications are displayed on the Sticky
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1.2

Password Notificatidmalloon.

Start using Sticky Password:
e Running Sticky Password
e Adding passwords
e Retrieving passwords

Registration and Licensing Sticky Password

Sticky Password is a "Try Before You Buy" product. This means that you can use all its
features during 30 days. After this period ends you must register or uninstall Sticky
Password.

Trial Limitations:
e No limitations!
e Nag screen after the trial period ends

Registration provides you the following benefits:
e You can use Sticky Password for unlimited time.
e You can obtain free technical support.

More detailed information vou can find here.

Working with Sticky Password

Running Sticky Password

After you installed Sticky Password it will run automatically. If this does not happen - you
can run it from Start menu. When you start Windows Sticky Password will run automatically
too. You can disable this feature in the Sticky Password Settings.

At first start you will see small introduction to Sticky Password features. Just click Next to
see slides or Finish to start working with Sticky Password.

After introduction you will be asked for master password. Be careful - it will be used to
protect all your passwords. If you lost it - you lost all your passwords. Just type the
password in the New Password edit box and in the Confirm Password edit box. After you
click on the Change button your master password will be activated.
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(¢ Manage Database

Manage & Help
Database properties

Size 3,5kb
Created  19.04.2005 10:47:10

Accounts

% Settings

@| Restore

Masker Passwiord

This password is an only way to gek access ba your current
passwords database. So keep it in a secret and don't Forget it.

o

=)
=)

2ld Passward: |

e Password: |

Confirm Mew Password: |

?j Generate New Password ..,

Encryption Algoritbm

Select the database encryption algorithm and click the "Change
Master Password" buttan,

Current database encrypkion algorithm is marked with M ican.

Algorithm . Key Size

B |2 AES / Rijndael (default) 256
= Blowfish 443
= Diamond II 2043
= FROG 1000

= Gost 256

@ Sapphire II 8197
(= scop 384
L= Twofish 256

Close

Once you applied master password you can click OK and start using Sticky Password or
configure other Sticky Password settings. Read more...

After you clicked OK the Sticky Password Settings dialog is closed and Sticky Password is
locked. You can see "locked" icon near your task bar clock:

EN | % & ™y 11:00

You can unlock Sticky Password by double-clicking on the icon or choosing Unlock Sticky

Password from right-click menu:
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& Unlock Sticky Password ...

7 Generate Password ...

Help

I Exit

Fu d I-r"._-;:!:' 11:01

You will be asked for master password and if you type it correctly Sticky Password will be
unlocked. The master password request window has the virtual keyboard. It allows you to
enter your password without touching the keys, this protects against keyloggers and
password "fishing".

Unlock Sticky Password database E'

Please type your master passwiord to
unlock the Sticky Password database:

= Shuv}l wirukal Kevboard

i B B
[ e |

Passwiord; | ) IEE

¥irtual Keyboard ’ o H Cancel ]

LG ]G e s e e Je e - )= _

L)l e e e e el )] (2 Jel(s )L
L)l )l iUl Ll ) Le(s e
BB@D +

] Lo LU

[] always show Virtual Keyvboard

When Sticky Password is unlocked you can add and retrieve your passwords, manage
database and do other available actions.
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211 Adding, Removing and Managing passwords

You can work with passwords only when Sticky Password is in unlocked state.

21.1.1 Adding Passwords

You can add password by the following ways:
e Using Add Account item from Sticky Password icon menu or from Sticky Password
Pointer menu
e Using Sticky-Password pointer: just drag pointer to the window where you want to
stick the password. If window does not have sticked password yet you will be asked:

HET Messenper Service

Pl sign i with your HET
Plarrpod bo ses poer onfine cortacts,
Frearves porlires corvventadions, and

E-mall sddreas: :ﬂ v iRl G v: @ @
Patiwed |
[ Sigru i i aussmaricaly

Using the Sticky Password pointer to specify the window
e Using the Sticky Button's menu item Add Password. Sticky Button usually appears on
the application which has the passwords sticked. Also it is always appears on the
web-browsers like Microsoft Internet Explorer or Mozilla Firefox.

© 2009 Sticky Password



Sticky Password User Manual

R —" * @ Gl

Welcome to Yahoo!
Sign in with your ID and passweord to continue.
New to Yahoo!?

Existing Yahoo! users
Sign up new to enjoy Yahoo! Enter your |0 and parsswcad 1o sign in
= My Yhoo! » Yahoo! Messenger Yahoo! 10: |
= Yoo Mad + Fahoo! Chat [
= Yaloo! Auctions * Yehoo! Gamss

CIRemember my I0 on this comganer
= __ wnd mvach miors!

Mode: Standard | Secuns

Sigremn hitlp  Foegol yaur password?

¢ Copsnght Plepy Tams of § enis
Eriviey Puligy

Sige Im - ¥ahoo

& john_smith

8, e Logn .. |
| st Aceort ...

Wil Actounis (2] ¥
lﬂ Ricky Passord Help

The following picture show the Add Password dialog. You need to specify your account
information to appropriate fields:
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4¢ Manage Database

Accounts

Manage ¥ Help
Add Account

% Add Login

&7 Edit

X Delete

# Delete Account Logins

Delete All AR Login

o

Export, Imporl
@ Export bo Te
@ Imnpork: Cree
@ Irnpork: Apps

Search Accour

Search Texk:

Login: ||
Passwiord: |

Confirm Password: |

Account Mame | Login -
- @Eﬁlf&. NET Messenger Service
&5 (2 Bank Account Login
- €2[sH My BLOG Account
= @ Please sign in
Lo @ Sign In - Yahoo!

=lby
Accounts {5/ 5) BB
Login [ Passwaord
% 2 lagins
% bank_user
% blog_user
% johin_smith
% johin_smith

=)

=]

gB Generate Mew Password ..

[

Search for acco

o [ cameal |

Help J

(%) Includes the search kext
(") Starts from search bext

%‘ Settings

&; Restore

< i}

Close

Fill in the login and password which used with that account. If you registering new
account you can generate strength password by clicking on the button with a "key" on it.
The password will be filled to appropriate fields and placed into clipboard for some time.
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2.1.1.2 Managing and Removing Passwords

10

The password management window also available only when Sticky Password is unlocked.

You can access it via Manage Accounts item in the Sticky Password menu.

(¢ Manage Database |:|@@

Export, Import ¥ Help
,% Expoart ko Texk File
,fﬂ Import: Cwerwrite Accounks
ﬁ Import: Append Accounts

Search Account W, Clear

Search Text:

Seatrch For account which:

(%) Includes the search kext
(" Starts From search ket

AcCcounts

% Settings

& Restore

| #

Manage €4 Help | Account Mame [ Login - Login J Password

add Accaunt = @3. NET Messenger Service é, Z logins

- - ichni@smith, com i

& Add Login & pohn@sn

7 ed &5 nick@srith. com (i

& Z2[2F Bank Account Login ‘) bank_user

x Delete &2 My BLOG Account i blog_user
== |&| Please sign in 4 john_smith

=B sign in vahoo P

kd

The password management window allows you to add, modify and remove accounts.
Before storing any modifications to database Sticky Password creates a database backup.

Learn more about working with password database backups.

To find your password quickly just type a part of account name in the Search Account
edit box. As result in the accounts list you will see only accounts which contain specified

text in their name.

21.2 Retrieving Passwords
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2.1.21 Searching Passwords

Some of your passwords may not be sticked to applications or web-pages and when
your database has many passwords using the menu become a bit complicated for rarely
used passwords. Sticky password allows you to search for any password by part of account
name. Just choose in the menu: Quick Search and the following window will appear:

¢ Quick Search |Z|E|E|
search Account " Clear | Account Mame | Login Login § Passward
ml Z5[a[ Bank Account Login — bank_user
ba |

Search For account which;

(%) Includes the search bext
(") Starts From search bext

To search any
accounts, type the
kewword in the
"Search Text" field,

To execube passwiord - jusk
select login and press Enter ke,

'l:;f fitivate Password

)j' Search

|

»

Just type the text in Search for edit box and press Enter to get password to the
clipboard.

2.1.2.2 Automatic Password Filling

When the Auto-Fill singlelogin accounts option is checked in the Sticky Password
Options, your login and password will be automatically filled to their sticked window or
web-page when it appears on the screen. This options works only when Sticky Password
database is unlocked, so no one can't access vour password protected accounts.
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2.1.2.3 Sticky Password Menu

Menu allows to to access all features of Sticky Password:

Recently used

pa sswords [ﬁ Lock Sticky Password

lf] Please sign in

3. MET Messenger Service fcgnunts (5]
Biank. Account Login 2l add Account: ...

My BLOWG Sccounk &. Manage Dakabase ...
&] Please sign in ',H' Quick Search ...

E] Sign In - ¥ahoo! Setkings ...

7 Generate Password ...

All passwords
Help

[ Exit

If you click on the account name in the menu the password from this account will appear
in the clipboard. Paste it to application immediately because after some time (specified in
the Sticky Password Settings) the password will be removed from clipboard.

Using this menu you can access all features of Sticky Password. Menu has the following
items:
e Recent Passwords area
All Passwords
Database Manager
Search
Options
About
Exit

Recent passwords area contains the list of several recently used accounts. When you click
on the account - the password will be placed into clipboard.

All passwords area contains the list of all accounts in the passwords database. When you
click on the account - the password will be placed into clipboard.

Database Manager menu item opens the Passwords Database Manager window.

Search menu item opens the Search window, which allows you to find accounts by their
names.

Options menu item opens the Sticky Password Options dialog, which allows you to
configure Sticky Password options.
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2.1.2.4 Using Sticky Password feature
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Sticky Password has original idea, which helps you to retrieve passwords quickly and
secure. The passwords are virtually sticked to programs and never appears on the screen.
They are automatically filled into the appropriate fields when the Sticky Feature is activated.

Use Sticky Button to add and retrieve passwords. Sticky Button appears only when Sticky
Password database is unlocked.

2 Sigy

Do

a I - Yahoo? - Mozilla Firefox

Bl ES Yew Go Gochmawbs Tock beb
-

| Customize Links

YarioO!

Welcome to Yahoo!

- @ G.:" P hetpe g, yahes. oo

Frea Hotrnad || ‘Windoers Media || ‘Windoers

= O Gl

Yahool « Halp

Sign in with your ID and passwerd to continue.

New to Yahoo!?

Sign up now to enjoy Yahoo!

= My Yahoa!
= Yool Ml + Fahoo! Chal
= Yaloo! Auchons + Yehoo! Games

and meach more!

= Yahoo! Messenger

Existing Yahoo! users
Enter your [0 and parsswnd 1o sign in

Yahoo! 1D |
Password
CJRemember my 10 on this comgarer

I Slénh |

Mode: Standard | Secuns

Signen hitldp  Forgol your password?

iyl Prodi gy

& ohn_smat
@ s
B B Account ..,
Wiels Accountd | 2] ]

0 Ricky Password Help

It usually appears on the applications which has the passwords sticked and always
appears on the web-browsers. When you click on the Sticky Button it display the list of
accounts which are sticked to the current window or web site. When you choose the
account name Sticky Password automatically fills-in login and password fields on the

window.

Also you can use Sticky Pointer to specify program window where to attach or retrieve
the password.
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21.25

JHET Messenper Service

Plsae sigei in with poas HET

Pt bo oo pour online corbacts,
Fraen perlires Corvversadions, snd

E-mall addreas: E v il G e
Patiwed |
] Siigen e i abcematicaly - -
|
et o WET Pagiperd el

Using the Sticky Password pointer to specify the window

This tool usually used to add new accounts, but also you can use it to retrieve
passwords for an account.

To use this tool - just drag the pointer to the appropriate window. When you release
your mouse button - the pointer will perform its action (find the appropriate password, add
new account, etc.)

By default the Sticky Pointer always appears on the screen when the Sticky Password is
unlocked. But you can enable auto-hide mode using the Properties dialog. When Sticky
Pointer is set to auto-hide mode it appears only when you hold your mouse above the
Sticky Password icon for about 2 seconds.

When Sticky Pointer is visible you can move it to any position on the Desktop. Just drag i
by clicking on the small blue line on the top of Sticky Pointer.

Importing and Exporting passwords

Sometimes you may need to import or export passwords to a simple text files. For
example:

e Share your passwords with colleagues Sticky Password database

e Print your passwords

e Make a backup in your own format

Sticky Password allows you to do that only in Unlocked state. Just choose in the menu:
Manage Database -> Export to Text File or Manage Database -> Import from Text File.

When exporting passwords you will be just asked for file hame where to export all
account information.

When importing passwords you need to choose an option: to overwrite all accounts or
just append imported accounts to existing accounts in the database.

14

t
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2.1.2.6 Backup and Restore Database

Creating backups and restoring passwords database available only in Unlocked state.

2.1.2.6.1 Creating a Database backup

Usually Sticky Password creates database backup automatically before storing any
changes. Backup is just a copy of Sticky Password database made in the specified directory.
You can specify this directory in the Sticky Password Settings dialog.

2.1.2.6.2 Restoring from the Backup

You can restore your passwords at any day and time when you modified database
somehow (added or deleted password) or when you created backup manually. Choose in
the Sticky Password menu: Manage Database -> Restore. The following window will
appear:

(¢ Manage Database

Manage ) Help | Backup Time
EI']' Backup at 17:06:3
(] Backup at 15:19:5
(] Backup at 18:24:09 &\ IPriva
(] Backup at 18:27:43 &1\ Priva

To restore the Database, select :
Backup at 15:29:43 [eHYIS

the appropriate date of backup, @ R E Priva

choose the backup time and

press "Reskore Mow® butkon,

& Restore Now
X Delete Backup(s)
1) Browse backup Folder

The daws which contains
backups are marked with:

I Anpent 2005 E]

<1 A Bc
2 3
7 9 10
14 16 17
15 o) 20 21 22 23 24
25 26 27 28 29 W

Z7) Today: 19.04.2005

Accounts

% Settings

& Restore

|

>

The days when backup is available are marked on the calendar by green rectangle.
When you choose the day you can see the list of times when backup was created. Choose
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the required time and press Restore Now button. The passwords will be restored from
backup.

2.1.2.7 Enabling third-party extensions for Internet Explorer

Internet Explorer has option which disables thirdparty extensions by default. Here are the
steps to enable them:

1. Run Internet Explorer and choose Tools -> Internet Options... from the menu:

2 about:blank - Microsoft Internet Explorer

File Edit View Favoribes BGHES Help
) . Mail and Mews la _
v </ @ Pop-up Blocker y | Favarites
Manage Add-ons., .. —
&dd : .
12 @ aboutiblank Synchronize, ..
Windows Update

Windows Messenger
Shiow Related Links

et oy

2. Open the Advanced page and check the "Enable third-party browser extensions
(Required restart)" option.
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- L _x_LB__1_  EiE i l_x_ s TN ___

k]

Internet Options

| General || Security || Privacy || Content || Connections || Programs | Advanced

Settings: =

[] Move system caret with focus/selection changes ” =
Brrovezing .
Alwayz zend URL: az UTF-3 [requires restart)
Automatically check for Intemet Explorer updates
Claze unuzed folders in Histary and Favarites [requires restart] —
Digable soript debugaging in applications using Internet Explare
Digable zoript debugging in Internet Explorer
Digplay a notification about every soript error
Enable folder view for FTP sites
Enable [nstall On Demand [Internet Explorer]
Enable Inztall On Demand [Other]
Enable offline items to be spnchronized on a schedule
Enable page tranzitionz
Enable Perzonalized Favontes Menu

REOREEORCOREEON

— = Enable third-party bBrowser extensions [requires restart]
Enable vizual gtyles on buttong and contralz inweb pages ol
< | > -
[ Restore Defaultz ] =

OF. H Cancel ]

3. The changes will be applied after you restart the Internet Explorer.

21.2.8 Sticky Password Settings

Sticky Password has very flexible options, you can setup them in the Sticky Password
Settings dialog which available in the Unlocked state:
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X

Sticky, Password Settings

zeneral |Datal:uase Main Menu || Recent Accounts || Auko-Fill Plugins

Skart with Windows
Passwiard Retreiving Behaviour

LackfUnlack Sticky Passward hatkey: |I"-J|:|r|e |
Retrieve password hobkey: |I"-J|:|r|e |
Remove password from clipboard {forgot) after: : seconds
Travw icon double-click action: |L|:u:k,l' Unlock, {Default) w |

Matify on password Forgotten IJse Sticky Button

Display login inFormakion Auto-fill single login accounts
IJse Sticky Poinker Feature [ ] auta-submit on login select
[ ] auta-hide Sticky Painker suggest to add account

iJMessenger
Login: jahniE@szmith

% johni@smith. com

Sticky Pointer Transparency, % | J
25 100
(04 l ’ Zancel ] ’ Help

2.1.2.8.1 Start Sticky Password with Windows

When this option is checked the Sticky Password will run each time when you start
Microsoft® Windows®. Uncheck this option if you want to start Sticky Password manually
each time when you need it.

2.1.2.8.2 Lock/Unlock Hotkey

This allows you to specify any keyboard shortcut to activate Sticky Password. In case if
Sticky Password was in locked state when you pressed shortcut keys - you will be asked
for master password to unlock Sticky Password. In case if Sticky Password was in unlocked
state when you pressed shortcut keys - the Sticky Password finder will be displayed.

2.1.2.8.3 Retrieve Password Hotkey

This allows you to specify the keyboard shortcut to retrieve the password for currently
active web-browser or program window. This hot-key equal to clicking on the Sticky Button
and selecting the account.
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2.1.2.8.4 Password Retrieving Behavior

When you retrieve password it appears in the clipboard for several seconds, then it
disappears for privacy purposes. You can specify this time-out in the remove password
fromclipboard... edit box. Default value is 30 seconds.

Notify on password forgotten specifies whether the notification balloon will be displayed
when password is removed from clipboard. If you click on this balloon the Sticky Password
will be locked immediately.

When Display login information is checked Sticky Password will display notification
balloon with account name and login name. If you click on this balloon the password will be
forgotten immediately.

If Use Sticky Password feature is checked you will be able to use the most effective
way to add or retrieve passwords.

If Auto-hide Sticky Pointer is checked, the Sticky Pointer will disappear from your
screen. You can show it by moving mouse over the Sticky Password icon or by pressing
Activation Shortcut keys. This feature would be useful of you keep Sticky Password
unlocked most of time.

When the Use Sticky Button option is checked, Sticky Passwords adding the small
button on the top header of each window which has sticked passwords and web browsers.
This button appears only when passwords database is unlocked.

When the Auto Fill single login account option is checked, Sticky Password will
automatically fill the login and password fields when passwords database is unlocked. This
option works only for accounts with single login.

Auto-submitonlogin select options causes Sticky Password to click the submission
button automatically when you choose the item from Sticky Button menu.

When the Suggest to add account option is checked, Sticky Password offers to add new
login and password when window's password was not recognized.

Here are the steps to uninstall Sticky Password auto-fill plugin from Firefox:

1. Choose the Tools->Extensions in the Firefox menu:
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%) Google - Mozilla Firefox

20

File  Edit Go  Bookmarks | Tools  Help

:’\:j-[_:;)-@ |_| @I] Weh Search

Fead Mail (0 new)
Mew Message, .,

View
ChelHK
| | Customize Links | | Free Hotmail | Chrl+M
Downloads Chrl+1

Themes Q

Jawvascripk Console
Page Info

Qpkions. ..

Weh Images

Groups

2. Choose the Sticky Password extension and click "Uninstall button".

) Extensions

Sticky Password AutoFill Engine 1.0.0
Aukafill web-Farms with stored passwords in Sticky Passward,

vl

et More Extensions

©

@ Uninstall ‘ @ Update

3. Close all Firefox windows to apply the changes.
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